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DFARS Clause 252:2042 requires contractors fsoifitractors to:

1. Provide adequate security to safeguardd defense informa#ianresides on or is transiting thfough

a contractoros iIinternal i nformation sysflem or
2. Report cyber incidehts affect a covered contractor information system or the covered defgnse
I nformation residing therein, or that afffect t

operationally critical support

3. Submit malicious software discovered and isolated in connection with a reported cyber incident to the I
Cyber Crime Center

4. Submit med{d requested) and additional informasispport a damage assessment

5. Flow down the clause in subcontracts for operationally critical support, or for which subcantract
performance will involve covered defense information.
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Covered defense informatiams:

1. Unclassified controlled technical information (CTI) or other information as described in the CUI Registry
that requires safeguarding or dissemination controls pursuant to and consistent with the law, regulations
and governmenide policies andis
a. Marked or otherwise identifitite contract, task order, or delivery order and provided to fontractor

by or on behalf of, DoD in support of the performance of tA&contract;
b. Collectedjevelopedeceived, transmitted, used, or stored by, or on behalf of, tha contragctor
support of the performance of the céntract

*Ly &adzLLI2 NI 2F GKS LISNF2NXYIFYOS 2F GKS O2yiNI Od |
information (e.g., human resources or financial) that is incidental to the contract performahce

O
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A Federal Contract Information Internal . .
. . Cloud Controlled Unclassified Information
A Controlled Unclassified NIST SP 171
Information
A Covered Defense _ _
Information Cloud Service Provider
- Includes Unclassified When cloud services are used to
- External SP LINRP OSaa RIFGIH 2 (KS
Controlled Technical Equivalent to DFARS clause 252.23910 and DoD

Information FedRAMP Cloud Computing SRG apply
Moderate

Cloud Service Provider

When cloud services are provided by

DoD, the DoD Cloud Computing SRG

e . apply

Controlled Unclassified Information @
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A DFARS 252.20012 (b) Adeguate securfihhe Contractor shall provide adequate security on all cove
contractor information systems. To provide adequataes&@unmirgctor shall implement, at a mjnimlum

the following information security protections:

A (b)(2)(ii)(AYhe Contractor shall implement NIS R 8@ oon as practical, but not later thgn
December 31, 2017.

A Contractor shall notify the DoD Chief Information Officer (CIO), via email at osd.dibcsia@mail.r
30 days of contract award, of any security requirements specified byl KI&dtSRBOMhented|at
the time of contract award.
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ﬁ NIST SP 8001 Requirements
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NIST Special Publication 800-171

Protecting Controlled Unclassified
Information in Nonfederal Information
Systems and Organizations

A Details the security requirements to protect
confidentiality ofFederal Contract Information, CDI,
or CUlon nonFederal information systems.

A Acts as a notailorable baseline, but offers flexibility
In how to meet requirements

A Most requirements focus on policy, process, and
configuring IT securely, but a number of controls may
require securityrelated software or hardware.
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NIST Special Publication 800-171

Protecting Controlled Unclassified
Information in Nonfederal Information
Systems and Organizations

Access Control

Awareness and Training

Audit and Accountability

Configuration Management

Identification and Authentication

Incident Response System and Communications Protection

Maintenance System and Information Integrity

A For ease of use, the security requirements are organized into
14 control families

A Each family contains the requirements related to the general
security topic of the family, and contain a total of 110
iIndividual controls/ requirements.

©
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NIST Special Publication 800-171

Protecting Controlled Unclassified
Information in Nonfederal Information
Systems and Organizations

To document implementation of NIST SP 8001, companies should

h]gvet_a system security plan in place, in addition to any associated plan:
of action:

A NIST SP 8aD71, Security Requirement 3.12.4 (System Security Plan).

- Develop, document, and periodically updasgstem security plans
that describe system boundaries, system environments of operation,
how security requirements are implemented, and the relationships
with or connections to other systems

A NIST SP 80071, Security Requirement 3.12.2 (Plans of Action):

- Develop and implememntlans of actiondesigned to correct
deficiencies and reduce or eliminate vulnerabilities in organizational
systems

* The contractor selfttests &by signing contract) to be compliant with
DFARS Clause 252.20831 2, to include implementation of NIST SP
800-171 (which allows for planned implementation of some
requirements if documented in the system security plan and
associated plans of action).
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AAs it stands now, contractors demonstrate adherence to DFARS 2520204and
application of NIST SP 8001 by way of selattestation (by signing the contract)
A While program offices reserve the right to scrutinize a specific contractor's approdch to

providing adequate security to protect CUI (e.g. MDA), thecainsentlyno formal
program in place to broadly audit all DoD contractors.

Al 26 SOSNE UKS 525 gAff az22y oS IAGAY3
Cybersecurity Maturity Model Certification (CMMC).

A The enforcement and auditing process will impact all DoD contractors, from small servic
providers to major manufacturers of vital matériel.
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Al aal *AaAiAz2yyY .S | dzy ATFASR Oeé o6 SNESQOdzN
exfiltration of Controlled Unclassified Information (CUI) from the Defense Indugtrial
aS o05L. 0 de
ACMMCO2 Yo Ay Sa O NA2dza OeoSNARSOdz2NAGe adl yRI
these practices and processes across sevealirity levels.

AThe CMMC efforbuilds upon existing regulations (DFARS 252 704 2)that is based on
trust by adding a verification component with respect to cybersecurity requirements.

ACKS 321 f Aad T29NI 7S/ A AdR¢ oSy R ORIaTF 2 NR I 6ff Sé€
Implement at the lower CMMC levels.

A The intent is for certifiedhdependent & party organizationsto conduct audits and
Inform risk. P ST

“CERTIFICATION
v_°
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Cybersecurity Maturity Model Certificatio

Cybersecurity Maturity Model (CMMC)

CMMC
Rev 0.4
Practices

Description of
Level
Practices

Rev 0.4 New
Content Sources

Basic Cyber - DIB SCC TF WG
Hygiene Top 10

« NIST
Cybersecurity
115 Framework 1.1

+ |ISO 27001:2013
« AIA NAS 9933
* CIS Critical

Security Controls
74

+ CERT Resilience
Management
CMMC -
Llavai'd Proactive Model®

» Additional DIB
Inputs

» Subject Matter
Experts

(o1'|'[e88 |ntermediate
(- A Cyber Hygiene

(o'|'[ Good Cyber
I I Hygiene

(o' [ Advanced /
(- R Progressive

DFARs 252.204 1 M H G{F FS3dzr NRAY

twoRelafeq LY FENYEGR2Y FYR /280SN]

Requirements
Running in Parallel

NIST Special Publication 800-171

Protecting Controlled Unclassified
Information in Nonfederal Information
Systems and Organizations

A Requires a particular CMMC Level for a specific contract in RFFA  DFARs clause still requires contractor to implement NIST SP7800

180GA2ya [ 9

a>d2 ¥ RRBDK & A BPE oA Camraciory till attest that they are doing this by signing a contrac

A CMMC builds upon NIST SP-800 , combining other standards.
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Cybersecurity Maturity Model Certificatio

Basic Cyber
Hygiene

Intermediate
Cyber Hygiene
A

Good Cyber
Hygiene

Proactive

Advanced /
Progressive

Coverage of all NIST SP 8001 Rev 1 controls

FAR Requirements
Anti-virus

Ad hoc Incident Response
Ad hoc Cybersecurity
Governance

Risk Management
Awareness and Training
Backups & Security Continuity

All NIST SP 86071 Rev 1
Requirements are Met
A Multifactor
Authentication
Information Security Continuity
Plan

Consideration of Supply Chain
Risk

Threat Hunting

Detonation Chambers

Reattime Asset Tracking
24x7 SOC Operation
Autonomous Initial Response
Actions




Cybersecurity Maturity Model Certificatio
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Notional CMMC Timeline

Spiral
Development
of CMMC

@ o mework-uiy2019 4P RLOCMMC Delivery ~Jan 2020

Continuous industry g~
engagement \ ¥ .

Assessment Too! |

l Sufficiency Experimentation

Pathfinder(s) Preparation

— Conduct Pathfinder(s) Sessions

®Develop Certifier Accreditation Program

l Test Certifier Accreditation Methodology

-
l Accredit Third-Party Certifiers
-

19 | 202

Sep Dec Mar ) Sep

B T1ask 1: Build and Refine CMMC Task 3: Model Sufficiency Experimentation Task 5: Build the Third-Party Accreditation Program
B Task 2: Build and Refine CMMC B Task 4: Conduct Model Pathfinder
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DoD Guidance for Reviewing SSPs and the NIST SP7@00

Security Requirements Not Yet Implemented

A These two artifacts can guide your efforts.

s

Controlled Unclassified Information

SECURITY REQUIREMENT

Limit system access to authorized users, processes acting on behalf of authorized users,
and devices (including other systems).

ASSESSMENT OBJECTIVE
Determine if:

NIST SP 80071A,Assessing Security Requirements for

(5501 | rocesesoctngan brofofounoried e v deres
(210 | st oo s e o rocesesactin n b of i vrs

POTENTIAL ASSESSMENT METHODS AND OBJECTS

Examine: [SELECT FROM: Access control policy; procedures addressing account management;
system security plan; system design documentation; system configuration settings and
associated documentation; list of active system accounts and the name of the individual
assoclated with each account; notifications or records of recently transferred, separated,
or terminated employees; list of conditions for group and role membership; list of
recently disabled system accounts along with the name of the individual associated with
each account; access authorization records; account management compliance reviews;
system monitoring records; system audit logs and records; list of devices and systems
authorized to connect to organizational systems; other relevant documents or records).

Interview: [SELECT FROM: Personnel with account management responsibilities; system or network
administrators; personnel with information security responsibilities].

Test: [SELECT FROM: Organizational processes for managing system accounts; mechanisms for
implementing account management).




